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Contact ATCOM
The Introduction of ATCOM
Founded in 1998, ATCOM technology has been always endeavoring in the R& D
and manufacturing of the internet communication terminals. The product line of

ATCOM includes IP Phone, USB Phone, IP PBX, VoIP gateway, Asterisk Card and
WiFi Mesh ATA .

Contact Sales:

Address A2F , Block 3 ,Huangguan Technology Park , #21 Tairan 9 " Rd,
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Fax +(86)755 -83018 319
E- mail sales@atcomemail.com

Contact Technical Support:

Tel +(86)755 - 83018049

E-mail Support@atcomemail.com

Website Address . http://www.atcom.cn/
ATCOM Wiki : http://www.openippbx.org/index.php?titte=Main _Page
Download Center : http://www.atcom.cn/download.html
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ATCOM

MPO1 Administrator Manual

This documentdescri  bes detailed information for the MP01, and itwill guide you
through the installation for setting up telephony system and providing Internet

access with MPOL1.

1. Introduction

The MPO1 is a WiFi mesh VolIP ATA (analog terminal adapter) operating in the
license -exempt 2.4GHz ISM band. The MPO1 is the first WiF i mesh ATA in the
market, using a wireless mesh network as backhaul to interconnect phones and

host LAN/WAN access to computers connected to its Ethernet port. MPO1 WiFi

mesh ATA helps you to build the wireless VolP communication system with open
hardware design and open source firmware. It provides affordable voice and

data services for people.

1.1 Mesh networking

Mesh networking is a type of networking wherein each node in the network may
act as an independent router, regardless of whether it is connected to another
network ornot. It  allows for continuous connections and reconfiguration around
broken or bl ocked pat hs by noleuntipthe destmpaiionfisr om node t c
reached. A mesh network whose nodes are all connected to each other is a fully
connected network. Mesh netw  orks differ from other networks . Mesh networks
can be seen as one type of ad hoc network.

Mesh networks are self -healing: the network can still operate when one node
breaksdownora connection goes bad. As aresult, the network may typ ically be
very reliable, as there is often more than one path between a source and a
destination in the network.

1.2 The c lient -MPO1

MPOL1 is an 802.11b /g mesh router with a single FXS port and one 10/100Mbit

Ethernet port. The Mesh Potato hardware and software is open. The power,
Ethernet and FXS ports are robust in order to deal with developing -world
conditions like static electricity, lightning, bad power and accidental abuse. It

comes in aweatherproof  box for outdoor mounting and costs about the same as

any other Wi -Fi router.

An analogue phone connects to the M P01 via the FXS port. FXS (Foreign
eXchange Station) is a  telephone interface that supplies power, dial tone and
generates ringing voltage. The mesh network can be augmented via backbone

links and connected to the rest of the world using VolIP trunks.
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1.3 Server

Only one computer is required to provide the services for the Telco system . This
computer, called the VT Server, could be anything from a standard laptop to a

high -end server for better redundan cy. The services on this computer are made

up of several elements including Afrimesh , A2Billing and A3Glue. The server
part consists of several software elements.

Afrimesh

Afrimesh provides a simple management dashboard helping network operators
create and sustain resilient communications networks with a minimum of fuss.
Featuring

Powerful mesh network routing with B.A.T.M.A.N.

Dynamic GIS visualization of your mesh on OpenStreetMap maps.
Plan your network using the terrain elevation map.

Visualize live health&traffic information for any mesh node.

Keep inventory of your network devices.

Monitor the health&usage of your Internet gateway.

Monitor live network accounting information from pmacct.

View network status & log messages in realtime.

Customer management interface featuring FreeRADIUS support.
Customer authentication featuring coova - chilli support.
Online help and live chat support.

Intelligent configuration assistance.

Build and manage mesh networks even without an Internet connection

5

A2Billing

A2Billing combined with Asterisk is a full featured telecom platform and
softswitch providing converged services, with self contained billing (pre or
post -paid), reporting and statistics for IP and TDM based voice networks and
can be configure d to supply a wide range of services, rate calls, prepare and
send out invoices, as well as accept payments via a number of payment service
providers.

The A2Billing solution comprises of the following components:

Server: The computer to run the system.

Line Interface Cards: The ATCOM telephony cards hardware (optional)
to connect to the TDM network (PRI, BRI, Analogue)

Linux: The base operating system

Asterisk: The telephony engine

Apache: The web server

MySQL/Postgresql: The back end database

A2Billing: The Billing engine handling Authentication, Authori zation and

5
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Accounting.
A3Glue
This is the glue, making Afrimesh, A2billing and the Mesh network work together.
It gathers data  from the network, provisioning the M P01 and make sure

everything runs smooth ~ ly.

2. Scenarios and Installation Guide

2.1 Scenarios

Stand -alone installation

MPO1s can be deployed from two units and you can make calls between them.

You can then add more units to the network one at a time. You will be able to

make callsandcanhavea  closed network between the units. For the installation
guide, please referto = ATCOM MPO1 Quick Start Guide V1.0  .pdf .

Telephony installation

Deploythe M POL1 fortelephony and add a SIP Provider or PSTN connection to the
A2Billing server. This will allow for free calls between the units and cheaper
international calls.

Internet Installations

Using the M PO1s to provide Inte rnet connection.  The Internet traffic goes out
through a common gateway. The community needs to pay for an Internet
connection through an Internet Service Provider and share the costs between its
members.

Combined Internet and Telephony installation

Deploy M P0Ol1ls and use it bo th for Internet and telephony. You connect an
Internet gateway for shared broadband for the users and telephony connection

to call international.

2.2 Installation Guide

The network topology is shown as below . We are going to deploy a system like
this.


http://www.atcom.cn/downloads/WiFi_Mesh_ATA/Manual/ATCOM%20MP01%20Quick%20Start%20Guide%20V1.0.pdf
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In this network topology, all the MP01 is an extension and act as mesh node also.
And VT Server is installed Afrimesh and act as a visualization server. We use
IP0O8 as Asterisk server, and all the MPO1 are registered to IP08.

The feature of this system is:

Every MPO1 has a WiFi IP and a phone number, the phone number is the
same as the last digit of the WiFi IP, for example, the Mesh node A has a WiFi
IP 10.130.1.50 and a phone number 50.

5

reach MPO1 C directly, it can be still possible to reach MP01 C via MPO1 A.

MPO1 can not only make internal calls, but international call s through 1P08.
Itis very convenient to manage the mesh  network ont he VT Server.

Any computer on the network should be able to talk to any other computer

ont he network. For example a computer connectedto mesh node A should
be able to download content from a web server connected to mesh node C .
. Computers connected to the MP0O1 by Ethernet port can access the Internet.
The following steps will show you the configurations.

2.2.1 Afrimesh Server Setup
This installation assumes that you have installed Ubuntu 10.04 LTS on your
server and have since updated and upgraded your packages. It also assumes
you have a wireless driver that works in ad -hoc mode. And all the MPO1s are
running versionr v233.
This has been testing on the computer with the following hardware:
CPU: Pentium Dual -Core E5200 2.5GHz
Memory: 2GB
HDD: 40GB
Wireless Adapter: DrayTek Vigor N61 802.11n
1) Add the Afrimesh repository

Every MPO1 can be a reply for other MPO1.

t
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sudo apt -add -repository ppa:afrimesh/ppa
sudo apt -get update
2) Install supporting packages
| sudo apt -get install batmand pol ipo villagetelco -dashboard
3) Install the batman visualisation server
wget http://download.villagetelco.o rg/vte/afrimesh/954/vis -i386 -lucid

sudo mv vis -i386 -lucid /usr/local/sbin/

4) Configure pmacct
Edit /etc/pmacctd/pmacctd.conf to reflect the following:

laggregate: src_host,dst_host
aggregate: dst_host,dst_mac
Ipcap_filter: net 127.0.0.0/8
pcap_filter: net  10.130.1.0/24
interface: wlanO0  # ethO on VM

Restart pmacct

service pmacct restart

5) Configure snmpd
Edit /etc/default/snmpd to reflect the following:

SNMPDOPTS='"-Lsd -Lf/dev/null -usnmp -gsnmp -l -smux -p
/var/run/snmpd.pid'

/etc/snmp/snmpd.conf

#com2sec paranoid default public

comz2sec readonly default  public

Restart snmpd

sudo /etc/init.d/snmpd restart

Test with:

snmpwalk -v2c -c public 10.130.1.1 .1.3.6.1.2.1.2.2.1.2

6) Configure rsyslogd Edit /etc/default/rsyslog to reflect the following:

#RSYSLOGD_OPTIONS=" -c4"
RSYSLOGD_OPTIONS=" -c2 -r"

Restart rsyslogd

sudo service rsyslog restart

2.2.2 MPO1 configuration for Afrimesh

Make sure that you have configure d all the MPO1s to have different WIFI IP like
10.130.1.X (X stands for 2 -254) . For the config uration guide, please refer to
ATCOM MPO1 Quick Start Guide V1.0 .pdf .

1) Get the Afrimesh packages for the M PO1 on Afrimesh Server

wget

http://download.villagetelco.org/vte/afrimesh/954/netcat_0.7.1 -1_mips.ipk
wget

http://download.villagetelco.org/vte/afrimesh/954/villagete Ico-device_1.0pre -

ro54 -1 mips.ipk



http://download.villagetelco.org/vte/afrimesh/954/vis-i386-lucid
http://www.atcom.cn/downloads/WiFi_Mesh_ATA/Manual/ATCOM%20MP01%20Quick%20Start%20Guide%20V1.0.pdf
http://download.villagetelco.org/vte/afrimesh/954/netcat_0.7.1-1_mips.ipk
http://download.villagetelco.org/vte/afrimesh/954/villagetelco-device_1.0pre-r954-1_mips.ipk
http://download.villagetelco.org/vte/afrimesh/954/villagetelco-device_1.0pre-r954-1_mips.ipk
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If you haven't already set the passw ordonthe M P01, do that now by telneting
to 192.168.1.20 and issuing the gasswd 6 command. This will enable ssh and

you will be able to continue with the following.

2) Copy the packagesto the M PO1.
! scp *ipk root@192.168.1.20:/root

3) Loginintothe M P01
! sshroot@192.168.1.20

4) Install and configure the packages on MPO1 (Answer &/6 when asked to
replace /etc/config/afrimesh)

opkg install netcat_0.7.1  -1_mips.ipk

opkg install villagetelco -device_1.0pre -r954 -1_mips.ipk
/etc/init.d/provision enable

chmod -R a+rw /etc/config

uci set batmand.general.routing_class= 1

uci set afri mesh.settings.root=1  0.130.1.1

uci set batmand.general.visualisation_srv=10.130.1.1

uci set system.@system[ 0].log_ip=10.130.1.1

uci commit

reboot

5) Configure DNS for MPO1
Edit /etc/ resolv. conf to reflect the following:

nameserver 141.1.1.1

2.2.3 Start up the Afrimesh Dashboard

You may be able to make this all work with the Network Manager but | ran into
problems and disabled it. So, first kill the network -manager and stop any
versions of batmand that might be running. You may wish to paste the below

into a script for convenience . The commands should be run as root.

stop network -manager

killall NetworkManager
killall batmand

Then start your wireless interface. Replace wlan0O if necessary with whatever
your wireless device.

ifconfig wlanO down

iwconfig wlanO mode ad  -hoc
ifconfig wlan0 up

ifconfig wlan0 10.130.1.1/24

iwconfig wlan0 essid potato

iwconfig wlan0 channel 1

iwconfig wlan0 ap 01:CA:FF.EE:BA:BE

Assuming your wired Ethernet port is connected, you can set up that
connectivity as well. If you r Ethernet port is not ethO, adjust as appropriate.

iptables -- flush
iptables --table nat -- flush
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iptables --table nat -- append POSTROUTING -- out -interface ethO -]
MASQUERADE

iptables -- append FORWARD --in-interface wlan0 -j ACCEPT

echo 1 > /proc/sys/net/ipv4/ip_forward

Now start th e visualisation server. Initially, it is worth doing this in a separate
terminal window so that you can monitor the server. Substitute your wireless

device if not wlanO.
{usr/local/sbin/vis  -i386 -lucid -d1 -jwlan0

Finally start the batman server. Once again, substitute your wireless device if
not wlanO.

batmand -d1 -s10.130.1.1 -g 100mbit 7T a 192.168.1.0/24 wlanO

You're now ready to use Afrimesh. Launch Firefox and point your browser
at http://localhost/afrimesh , you will see the  Afrimesh page as below:

5 S

Note : Before plugging in any M PO1s, don'tforget to go to the settings page and
set the longitude and latitude for your location.

NowyoucanpluginyourM POl andwaitforthebou ncingblue ballto appear and
the M PO1's phone to ring.

N
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If you want to clear Afrimesh's database and start again, execute the following:
redis -cli flushdb

After finishing these, you should be able to manage the mesh network on
Afrimesh Dashboard.

2.2.4 Configu rethe MPO1 to make international calls

Before configuring the MPO1, make sure that you can use IP phone which is
registered to the IPO8 to make international calls

Assume that you have assigned a SIP account 6015 for MPO1.

1) On MPOL1, e dit/etc/ asterisk /sip.conf and add some lines as below



http://localhost/afrimesh
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[general]
register=6015:6015@1 92.168.1.100

[6015 ]

host= 192.168.1.100
secret=6015
username=6015
insecure=very
type=friend
disallow=all
allow=gsm,ulaw,alaw
dtmfmod e=rfc2833
qualify=yes
canreinvite=  no
nat=yes
context=default

2) On MPO01, e dit /etc/ asterisk /extension.conf and add some lines as below
[ default]
exten =>_ 9.,1Dial(SIP/ 6015 /${EX TEN:1})

3) Assume that the outgoing calling rules on IP08 is @8+phone number  §then
you can use MPO1l to make international calls by dialing ®88+phone
number 6

2.2.5 Configure the MPOL1 to let the computers connected to it

1)

by Ethernet port can access the Interne t
Paste the below into a script named meshclientgw.sh and save it to /bin on
MPOL1.

#!/bin/sh
# This script has been tested with the ash shell from BusyBox.
# Written by Elektra

-f2°

OLD_WIFIO_IP="uci show network.wifi0.ipaddr | cut -d

if [ -z$OLD_WIFIO_IP ]

then

echo "You need to set a IP address for the wifiO interface
before running this script.”

exit 1

fi

[etc/init.d/batmand /etc/rc.d/S90batmand

OCTET_A="uci show network.wifi0.ipaddr | cut -d= -f2|cut -d. -fl’

10
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OCTET_B="uci show network.wifi0.ipaddr | cut -d= -f2|cut -d. -f2
OCTET_C="uci show network.wifi0.ipaddr | cut -d= -f2|cut -d. -f3
OCTET_D="uci show network.wifi0.ipaddr | cut -d= -f2|cut -d. -4

cp /etc/config  -mesh/* /etc/config/

uci set network.wifi0.ipaddr=$OCTET_A.$OCTET_B.$OCTET_C.$OCTET_D

uci set network.lan.ipaddr=172.30.$OCTET_D.1

uci set network.lan.netmask=255.255.255.0

uci set network.lan.dns=172.30.$OCTET _D.1

uci set network.lan.gateway=172.30.$OCTET_D.1

uci set batmand.gen  eral.announce=172.30.3OCTET_D.0/24
uci set batmand.general.disable_client_nat=true

uci set batmand.general.routing_class=1

uci set batmand.general.gateway_class=0

uci set

batmand.general.visualisation_srv=$OCTET_A.$OCTET_B.$OCTET_C.1

uci commit
uci show

killall udhcpc
killall udhcpd

sleep 3

echo "Generating /etc/udhcpd.conf"

echo "start 172.30.30CTET_D.100" > /etc/udhcpd.conf
echo "end 172.30.30CTET_D.200" >> /etc/udhcpd.conf
echo "interface eth0" >> /etc/udhcpd.conf

echo "max_leases 100" >> /etc/  udhcpd.conf

echo "opt dns 141.1.1.1" >> /etc/udhcpd.conf

echo "option  subnet 255.255.255.0" >> /etc/udhcpd.conf

echo "opt router  172.30.30CTET_D.1" >> /etc/udhcpd.conf
echo "option  dns 141.1.1.1" >> /etc/udhcpd.conf

echo "option  domain local" >> /etc/udhcp d.conf
echo "option  lease 864000" >> /etc/udhcpd.conf

sleep 1

rm /etc/rc.d/S99udhcpc

echo "mkdir /var/run/udhcpd.leases" > /etc/init.d/udhcpd
echo "udhcpd -f/etc/udhcpd.conf &" >> /etc/init.d/udhcpd
chmod +x /etc/init.d/udhcpd

11
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In -s /etc/init.d/udhcpd letc/rc.d/S99udhcpd
In -s /etc/init.d/batmand /etc/rc.d/S90batmand
In -s/etc/init.d/create  -batman -status -page.sh
/etc/rc.d/S99create  -batman -status - page.sh
echo "meshclientgw"” > /etc/app - profile
echo "Done. Rebooting now."
reboot
2) Make this script ex ecutable .
chmod +x meshclientgw.sh
3) Run the script.
/bin/ meshclientgw.sh
4) The MPO1 will reboot after running the script. Connect your computer to
MPOL1 through Ethernet port and set compute r to DHCP. After the computer
obtains a IP address from MPO1, it should be able to access the Internet

through MPOL1.

3. Configure MPO1 by Web GUI

This section descri bes each web page of the wutility
functions. You can access the utility via web browser on a computer connected

to the MP0O1.The web -based utility has these main tabs: Overview, Status,

System, Services and Network. Additional tabs will be available after you click

one of the main tabs.

3.1 How to access the Web - Based Utility

To accesstheweb -based utility, launch the we b browser on your computer, and
enter the MPO0O16s dd92468/1.20 | i tha Addresefeld. Then,
press Enter. You will see a login screen as below. Leave the Password field blank.

(You can set a new password from the System => Admin Password screen.)

Click Login to continue.
Mesh Potato Network Help o

Authorization Required

Please enter your username and password.

root |

Login screen

12
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The first screen that appears is the Mesh Potato GUI (shown as below). You can
preview the MPO1 settings and set up the WiFi network, wireless, B.A.T.M.A.N,

and telephony settings here. You s hould notice that wversion

Mesh Potato GUI, so it will appear LUCI interface directly.

| 200m I /'-- TR
OO0 f

2879048, 2574702

Network B.A.T.M.A.N.
[10.130.1.20 | 10.0.0.1 |
[255.255.255.0 | [ oFF |
Wi I’E'ES S disable default route
1 | Telephony
|potato | EN
[01:CA-FF-EE:.BABE | 1192.168.20.230 |
Map 7001 |
|openstreetmap.org | [eseeees |
— ______::" by OpenStreetMap
%%,‘%au" 4.@% %
£ E
@- gy

Mesh Potato GUI
NOTE : If you forget the MPO1 IP address you have set up, you can use fallback
IP: 172.31.255.254/30. You should set up the IP Address of your PC as:
172.31.255.253 and Subnet Mask: 255.255.255.252.

3.2  LuCl configuration

Move your mouse to the gear icon shown on Mesh Potato GUI, you will see LUCI
option. Click LUCI to enter OpenWrt main interface.

13
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OpenWrt Firmware
Kamikaze (r233)
Load: 0.64 0.29 0.20

Hostname: OpenWrt
Overview Status System Services Network Changes: 0 Administration

Hello!

This is the administration area of LuCI.

LuCI is a free, flexible, and user friendly graphical interface for configuring Openwrt
Kamikaze.

On the following pages you can adjust all important settings of your router.

Motice: In LUCI changes have to be confirmed by clicking Changes - Save & Apply
before being applied.

As we always want to improve this interface we are looking forward to your
feedback and suggestions.

And now have fun with your router!

OpenWrt GUI
Overview => User Interface
You can customize the settings and the functionality of LuCl on User Interface.

14



Hostname: OpenWrt

Overview Status System Services Network Changes: 0 Administration

Here you can customize the settings and the functionality of LuCI.

General

Language |aut0 E
]

Design |OpenWrt

Files to be kept when flashing a new firmware

When flashing a new firmware with LuCI these files will be added to the new
firmware installation.

uploads [fib/ucifupload/

openvpn |/etc/openvpn/
uci |fetc/config/
dropbear |fetc/dropbear/

firewall fetc/firewall user

passwd |fetc/passwd

opkg [fetclopkg.conf
I | [_Add]

@Reseﬂ |21 Save| [ESave & Apply]

User Interface
Overview => LuCl Components
The LuCI Components screen shows the package list. Here you can download
and install package, and find packages using the filter as well.

15



OpenWrt Firmware

Kamikaze
Load: 2.01 0.79
Hostname: OpenWrt

Chang Administration

Software

Status:
Package lists updated: OK

* Edit package lists and installation targets
+ Update package lists
Download and install package: [ | [©oK]
Filter: [luci | [[aIFind packagé]
Package name Version Install Delete Description
luci-admin-care 0.8+5vN5662-1 installed ]
luci-admin-full 0.8+5vn5662-1 installed [
luci-admin-rpc 0.8+s5vn5662-1 installed ]
luci-cbi 0.8+5vN5662-1 installed ]
luci-care 0.8+5vN5662-1 installed ]
luci-http 0.8+s5vN5662-1 installed [
luci-il8n-english 0.8+svn5662-1 installed ]
luci-ipkg 0.8+5vN5662-1 installed ]
luci-json 0.8+s5vn5662-1 installed ]
luci-sgi-cagi 0.8+s5vN5662-1 installed 0o
luci-sys 0.8+5vn5662-1 installed ]
luci-theme-base 0.8+5vN5662-1 installed [
luci-theme-openwrt 0.8+svn5662-1 installed ]
luci-uci 0.8+5vn5662-1 installed [
luci-uvl 0.8+5vN5662-1 installed ]
luci-web 0.8+5vN5662-1 installed ]
alsrd-luci 0.5.6-rd+edc947clasbe+lucil-2 ] not installed
olsrd-luci-mod-arprefresh 0.5.6-rd+edc947clasbe+lucil-2 ] not installed
olsrd-luci-mod-bmf 0.5.6-rd+edc947clasbe+lucil-2 ] not installed
olsrd-luci-mod-dot-draw 0.5.6-rd+edc947clasbe+lucil-2 ] not installed

LuCl Components

Overview => Logout

Logout OpenWrt GUI.

Status => Interfaces

The Interfaces screen displays the interface status, such as Device, Type,
Transfer, IP Connection etc.

16
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Hostname: OpenWrt

OpenWrt Firmware
Kamikaze (r233)
Load: 0.08 0.16 0.21

Overview Status System Services Network Changes: 0 Administration

Interface Status

Interface lan
Device: eth0 (MAC 00:09:45:57:49:03)
Type: Ethernet Adapter
Transfer
L RX: 330165 Pkts. (2.80 MB)
L TX: 2758 Pkts. (2.19 MB)
IP Configuration
L Primary: 192.168.1.188/255.255.255.0

Interface wifio
Device: athO (MAC 00:09:45:57:A9:02)
Type: Wireless Adapter (Atheros)
L Mode: Pseudo Ad-Hoc
L SSID: potato
L Channel: 1
Transfer
L RX: 8398 Pkts. (434.66 KB)
L TX: 987 Pkts. (40.50 KB)
IP Configuration
L Primary: 10.130.1.20/255.255.255.0

Interfaces
Status => Firewall
The Firewall screen shows the firewall configurations. Every rules you have set
up for firewall will be shown here. You could set up firewall by command line
after accessing MP0O1 using SSH or Telnet. This feature is only available with
version r238, and it is for advanced users.
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OpenWrt Firmware
Kamikaze (r238)
Load: 0.01 0.07 0.12

Hostname: Mesh-Potato

Overview Status System Services Network Changes: 0 Administration

Firewall Status

Actions

e Reset Counters
« Restart Firewall

Table: Filter

Chain INPUT (Policy: ACCEPT, Packets: 343210, Traffic: 1.64 MB)
#Packsts Traffic Target Prot.FlagsInOut Source  Destination Cptions
1 0 0.00 BACCEPT tep - = * 0.0.0.0/0 0.0.0.0/0 tep dpt:22

Table: NAT
No chains in this table

Table: Mangle
No chains in this table

Firewall
Status => Active Connections
The Active Connections page gives an overview over currently active network
connections.
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OpenWrt Firmware
Kamikaze (r238
Load: 0.00 0.15 0.17

Hostname: Mesh-Potato

yverview Status System Services Network Changes: 0 Administration

Active Connections

This page gives an overview over currently active network connections.

IPv4-Address MAC-Address Interface
172.16.1.185 00:22:68:56:bc:b2 eth0

Active Connections

Network Protocol Source Destination
IPV4 UDP 10.130.1.21:4305 10.130.1.255:4305
IPV4 UNKNOWN 192.168.1.1:7 224.0.0.1:7
IPV4 TCP 172.16.1.185:50352 172.16.1.30:23
IPV4 TCP 172.16.1.185:50461 172.16.1.30:80
IPV4 UDP 10.130.1.20:4305 10.130.1.255:4305
IPV4 UNKNOWN 192.168.10.1:7 224.0.0.1:7

Active Connectios
Status => Routes
This page shows the active routes.

OpenWrt Firmware

Kamikaze (r238)

Load: 0.00 0.05 0.12

Hostname: Mesh-Potato

Overview Status System Services Network Changes: 0 Administration

Routes

Active IPv4-Routes

Network Target IPv4-Netmask IPv4-Gateway Metric
lan 172.31.255.252 255.255.255.252 0.0.0.0
wifid 10.130.1.0 255.255.255.0 0.0.0.0
lan 172.16.1.0 255.255.255.0 0.0.0.0

Routes
Status => System Log
This page shows the system logs.
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OpenWrt Firmware
p e n r Kamikaze (.r

Hostname: OpenWrt

Status tem vices Network H Administration

System Log

Apr
Lpr
Lpr
Zpr
Apr
Apr
Apr
Lpr
Lpr
Zpr
Apr
Apr
Lpr
Lpr
Lpr
Zpr

14: H CpenWrt syslog.info syslogd started: BusyBox vwl.14.4

14: H CpenWrt user.notice kernel: klogd started: BusyBox v1.14.4 (2010-01-13 18:1¢
14: H CpenWrt user.notice kernel: Linux wversion 2.6.26.3 (elektrafeee) (gcco versic
14: H CpenWrt user.info kernel: CPU revision is: 00015064 (MIPS 4EEc)

14: H CpenWrt user.warn kernel: Determined physical RAM map:

14:26: CpenWrt user.warn kernel: memory: 01000000 @ 00000000 (usable)

14: H OpenWrt user.debug kernel: Entering add active_range (0, 0, 4096) 0 entries ¢
14: H CpenWrt user.info kernel: Initrd not found or empty - disabling initrd

14: H CpenWrt user.warn kernel: Zone PFN ranges:

14: H CpenWrt user.warn kernel: Normal 0 -x 4096

14: H CpenWrt user.warn kernel: Movable zone start PFN for each node

14:26: OpenWrt user.warn kernel: early node mapl[l] active PFN ranges

14: H CpenWrt user.warn kernel: o: 0 -> 4096

14: H CpenWrt user.debug kernel: On node 0 totalpages: 4096

14: H CpenWrt user.debugy kernel: Normal =zone: 32 pages used for memmap

14: H CpenWrt user.debug kernel: Normal zone: 0 pages reserved

€O 0 0 0 CO CO CO 0 O (0 0 0 0 (0 (0 (o

System Log
Status => Kernel Log
This page shows the kernel logs.

OpenWrt Firmware
Kamikaze (r233)
Load: 0.02 0.14 0.15

Hostname: OpenWrt

Administration

Kernel Log

Linux version 2.6.26.3 (elektrafeee) (gcc version 4.1.2) #52 Thu Apr 8 16:32:42 CEST 2010
CPU revision is: 00019064 (MIPS 4KEc)
Determined physical RAM map:
memory: 01000000 @ 00000000 (usable)
Entering add active range (0, 0, 4096) 0 entries of 256 used
Initrd not found or empty - disabling initrd
Zone PFN ranges:
Normal 0 —> 4096
Movable zone start PFN for each node
early node map[l] active PFN ranges
0: o -> 4096
On node 0 totalpages: 4096
Normal zone: 32 pages used for memmap
Normal zone: 0 pages reserved
Normal zone: 4064 pages, LIFO batch:0
Movable zone: 0 pages used for memmap
Built 1 =zonelists in Zone order, mobility grouping off. Total pages: 4064

Kernel Log

System => System

Here you can configure the basic aspects of MPO1 like its hostname, timezone ,
system log buffer size, external system log server, log output level and
cronloglevel.
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OpenWrt Firmware
Kamikaze (r233
Load: 3.33 1.44 0.63

Hostname: OpenWrt

Overview Status System Services Network Changes: O Administration

System

Here you can configure the basic aspects of your device like its hostname or the
timezone.

System Atheros AR2317
Processor MIPS 4KEC V5.4
Load 3.27, 1.40, 0.61

Memoaory 13.58 MB (16% cached, 1% buffered, 5%
free)

Local Time Thu Apr 8 17:15:13 2010
Uptime 02h 49min 265
Hostname [(Openwrt

Timezone |UTC

- Additional Field — [~] [ Add]

@Reseﬂ [2iSave] [ESave & Apply]

System

System => Software
This page will show you the softwares you have installed or not installed. You
can download and install the package here.

OpenWrt Firmware
Kamikaze (r233)
Load: 0.21 0.26 0.17

Hostname: OpenWrt

Overview Status System Services MNetwork Changes: 0 Administration

System

Software

« Edit package lists and installation targets

+ Update package lists

Download and install package: | | [@0oK]

Filter: [ | [[alFind packagéd]
Package name Version Install Delete  Description
afrimesh-potato ro35-0.4alpha-1 installed o

asterisk14 1.4.11-1 installed [
asterisk14-sounds 1.4.11-1 installed [
base-files-atheros 13-r233 installed ]
batmand ri4g3-1 installed ]
busybox 1.14.4-1 installed |
dropbear 0.51-2 installed ]
haserl 0.9.24-1 installed [
hotplug2 0.9+4r102-2 installed =
ip 2.6.25-1 installed [l
kernel 2.6.26.3-atheros-1 installed g
Software

21



TN
ATCOM

System => Admin Password
You can change the password of the system administrator here.

OpenWrt Firmware
Kamikaze 3)
Load: 0.47 0.26 0.19

Hostname: OpenWrt

Overview Status System Services Network Changes: 0 Administration

Admin Password

Change the password of the system administrator (User zcot)

Password e
Confirmation [7 annned [

Admin Password
System =>SSH  -Keys
You can paste public SSH -Keys for SSH public -key authentication. Then you
don't need to enter a password anymore, you will be automatically
authenticated.

OpenWrt Firmware
Kamikaze (r233
Load: 0.09 0.21 0.18

Hostname: OpenWrt
Overview Status System Services Network Changes: 0 Administration

SSH-Keys

Here you can paste public SSH-Keys (one per line) for |
authentication.

ssh-rsa

GCWTi+uSyd/92dTICRy5dS TwaDvuINkjAZXZeYyfEPO1CRNTeI8t1plaod//oIgCIW+yg
ib54zcBinRh7/5ejLFxyvogqualXyaV5+72hNHpErEARKkXvOWNF+nnrqg51p0LObxAHEL T
k= rsa-key-20100%907

SSH-Keys
System => Processes
This page gives an overview over currently running system processes and their
status. You can hang up, terminate or kill the process here.
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Overview Status System Services Network Changes: 0 Administration

Processes

This list gives an overview owver currently running system processes and their status.

PID Owner Command CPU usage (%) Memory usage (%) Hang Up Terminate Kill
1 root init 0% 14% # Hang Ug [ Terminate] [@Kill]
2 root [kthreadd] 0% 0% = Hang Ug| [%]Terminate E
3 root [ksoftirgd/0] 0% 0% & Hang Up| [ |Terminate| | & Kill
4 root [events/0] 0% 0% = Hang Ug| [ ITerminate| [@Kill
5  root [khelper] 0% 0% = Hang Ug| [ |Terminate m
23 root [kblockd/0] 0% 0% = Hang Ug| [%]Terminate E
44 root [pdflush] 0% 0% & Hang Up| |%JTerminate @l
45  root [pdflush] 0% 0% = Hang Ug| [ |Terminate m
46  root [kswapd0] 0% 0% = Hang Ug| [%]Terminate E
47  root [aio/0] 0% 0% £ Hang Ug| |#ITerminate] [@Kill
58 root [mtdblockd] 0% 0% & Hang Up| |%JTerminate @l
254  root [jffs2_gcd_mtd2] 0% 0% = Hang Ug| [ |Terminate m
265 root logger -s -p 6 -t 0% 14% = Hang Ug| [%]Terminate E
277 root syslogd -C16 -L -R 192.158.1.185 0% 14% & Hang Up| |%JTerminate @l
279 root klogd 0% 14% = Hang Ug| [ |Terminate m
291 root /sbin/hotplug2 --override --persisten 0% 8% rJHang Up % [Terminate E
501 root asterisk 0% 143% & Hang U [#1Terminate] [@Kill
502 root asterisk 0% 143% & Hang Ug| [ Terminate] [@Kill
506 root asterisk 0% 143% # Hang Ug [ Terminate] [@Kill]
509 root asterisk 0% 143% & Hang U [#]Terminate E
513 root Jusr/sbin/dropbear -p 22 0% 14% |£ Hang Ug [# [Terminate m
518 root  Jfusr/sbin/httpd -p 80 -h /www -r Open 0% 14% [ Hang Up| [#Terminate @l
522 root telnetd -1 /bin/lagin 0% 14% = Hang Upg| [ ITerminate| [@Kill
Processes

System => Mount Points

This page displays the mounted f ile systems, mount points and swap device.
Mount points define at which point a memory device will be attached to the
filesystem. If your physical memory is insufficient unused data can be

temporarily swapped to a swap -device resulting in a higher amount of
usable RAM. Be aware that swapping data is a very slow process as the
swap -device cannot be accessed with the high datarates of the RAM.
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OpenWrt Firmware
Kamikaze (r233
Load: 0.38 0.28 0.20

Hostname: OpenWrt

Overview Status System Services MNetwork Changes: D Administration

Mount Points

Mounted file systems

Filesystem Mount Point Available Used
Jdev/root Jrom 0.00B/3.94 MB 100% (2.94 MB)
tmpfs Jtmp 6.55 MB/6.79 MB 4% (252.00 KB)
tmpfs Jfdev 512.00 KB/ 512.00 KB 0% (0.00 B)
Jdev/mtdblock2 /iffs 2.73MB/ 3.00 MB 9% (276.00 KB)
mini_fo:/jffs / 0.00B/3.94 MB 100% (3.94 MB)

Mount Points
Mount Points define at which point a2 memory device will be attached to the
filesystem

Mount

Point

The device file of the The filesystemn that was

memory or partition used to format the memory
(€.0; rdev/zdal)

[ [idewsdat |[ihome |lext3 |lw.sync ]

enable Device Filesystem Options

see 'mount’
manpage

If vour physical memory is insufficient unused data can be temporarily swapped to
a swap-device resulting in a higher amount of usable RAM. Be aware that
swapping data is a very slow process as the swap-device cannot be accessed
with the high datarates of the RAM.

enable Device
The device file of the memery or partition (.9, /dev/=dal)

[ [dewsdaz | =1

[DReset] [©Save] [ISave & Apply]

Mount Points
System => LED Configuration
You can customizes the behavior of the device LEDs if possible. Just add an
entry, choose the LED device and its trigger, then the LED will twinkle according
to the trigger.
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OpenWrt Firmware
Kamikaze (r233
Load: 0.23 0.23 i
Hostname: OpenWrt

Overview Status System Services Network Changes: 0 Administration

LED Configuration

Applying changes

« Reloading system...

% |Remave entry

LED Mame [test

[gpio2
Default state [C] @ ticked = on

Trigger | Timer

On-State Delay [200
(@ Time (in ms) the LED is on

Off-State Delay [200
(@ Time (in ms) the LED is off

[BReset] [DSave] [ESave & Apply]

LED Configuration

LED Name: Enter the LED name you like

LED Device: Choose which LED you want to twinkle

Default state: The default state of the specified LED, ticked=on

Trigger:  On what conditions the specified LED will twinkle. It has 5 options:
None, Timer(The LED will twinkle acc ording to the timer you set),
Heartbeat(LEDs will twinkle according to load average), Default On,
Network Device(LEDs will twinkle according to the network status).

System => Backup / Restore

On Backup/Restore page, you can create/restore backup or reset r outer to

factory default.
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Hostname: CpenWrt

OpenWrt Firmware
Kamikaze (r233
Load: 0.08 0.20 0.18

Overview Status System Services Network Changes: 0 Administration

System

Backup / Restore

Here you can backup and restore your router configuration and - if possible - reset
the router to the default settings.

s Create backup
« Reset router to defaults

Backup Archive:
Choose File | No file chosen
[EIRestore backup

Backup / Restore
System => Flash Firmware
This feature allows you to upload an OpenWrt image file to reflash the device.

OpenWrt Firmware
Kamikaze (r233
Load: 0.03 0.17 0.17

Hostname: CpenWrt
Overview Status System Services Network Changes: 0 Administration

System

Flash Firmware

Upload an OpenWrt image file to reflash the device.

Firmware image:

Choose File | Mo file chosen

Keep configuration files

[EUpload image

Flash Firmware
System => Reboot
Reboot the operating system here.
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